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Case Study:  Amigos Conectados 
Project by The Walt Disney 
Company Latin America and 
Chicos.net 

 

 

 
The Walt Disney Company Latin America is a leader in family 
entertainment in the region and assumes this role with great 
responsibility.  Disney strives to create products in an ethical 
manner and promote the happiness and well being of kids 
and families everywhere.   
 
Since the launch of its first Internet site in 1995, Disney has 
been committed to promoting both safe Internet practices 
for children and parental involvement in kids’ online 
experiences. Disney conducts online safety media and 
educational outreach campaigns aimed at building 
awareness and educating kids, parents, and caregivers on 
how to be safe and have fun online. 
 

 

Children’s rights Issue or Risk 
With increased ICT usage among children, parents are frequently concerned about their children's 

ability to navigate the Internet safely.  Additionally, the digital divide, once primarily associated with 

one's access to the Internet, is now also impacted heavily by digital literacy – how well users 

understand ICT risks and how to responsibly leverage all that technology has to offer.  

ICT use among children continues to expand rapidly bringing with it a diverse set of opportunities and 

challenges and risks. On the one hand the Internet has placed the world's information at our fingertips, 

shaping culture, communication and learning. On the other hand, as technologies become increasingly 

accessible and portable, children and teenagers are presented with new scenarios that parents, teachers 

and technology product/service providers must work to understand to better guide them and protect 

them.  

The company response 

Acknowledging that online safety is an increasingly important area, The Walt Disney Company has made 

significant investments into online safety features in its services. It has developed internal procedures to 

ensure that new products are assessed from the perspective of online safety and privacy protection 

before being introduced into the market. In addition, Disney invests in education and capacity building 

initiatives and works with trusted organizations to support their online safety mission.  

One such example is the company's Amigos Conectados initiative, a digital literacy program developed 

by The Walt Disney Company Latin America and NGO Chicos.net. Delivered across Latin America,1 the 

                                                           
1 Delivered in partnership with regional partner Asociación Civil Chicos.net (NGO), as well as the following country specific 

partners: Así México (Mexico), Instituto da Criança (Brazil), Red Papaz (Colombia). Most organizations belong to Red Natic, a 
Latin-American network of NGOs, committed to the promotion of children's rights with regards to the safe and responsible use 
of ICT. 
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program gives teachers, parents and children the digital literacy and digital citizenship skills2 necessary 

to fully engage in the digital future. The program's key goals include:  

- Maximizing the benefits of technology through diverse activities 

- Promoting digital platforms as a means to create, express oneself, produce and share 

information 

- Building digital competences among new groups, reducing the digital knowledge gap and 

supporting equal access to technology products and services 

- Promoting the safe, responsible and respectful use of ICTs, promoting healthy interaction 

among peers and preventing cyber bullying 

- Raising awareness of the importance of privacy online 

- Empowering parents and teachers with information on issues related to technology, uses, 

devices, good digital habits 

The program is a first of its kind for Disney as it leverages its characters to bring together a wide variety 

of stakeholders vital to improving Internet safety - children, parents, educators, the community, NGOs, 

businesses and corporate volunteers, media, and opinion leaders.  

The program offers materials online in Spanish, Portuguese and English, and is delivered through both 

traditional and digital channels including: 

- Trainings for teachers where experts present trends on children's digital citizenship and discuss 

challenges, tips and tools:  

o Training sessions: in-person training sessions and workshops for teachers in Argentina, 

Brazil, Mexico and Colombia 

o School trainings: trainings in schools in Argentina, Brazil, Mexico and Colombia with 

close follow-up from local NGOs 

o Virtual trainings: in partnership with FLACSO, a prestigious Latin American University, 

the program offers online trainings for teachers from 18 Spanish speaking countries in 

Latin America 

o Train the trainers workshops: Amigos Conectados’ content has been included in official 

teachers´ trainings  

- Training kit including a workbook for children, pre-developed exercises and worksheets and a 

facilitator guide, which can be downloaded on the Amigos Conectados’ website 

 
                                                           
2 Digital literacy: the knowledge and skills to operate and manage technology responsibly. Digital citizenship: leveraging 

technology as a powerful tool for education, information, socialization and expression. 
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- Website Amigosconectados.disneylatino.com featuring fun, educational content for children, 

parents and teachers (available in Spanish and Portuguese). Other information and resources 

are also made available at compromisodisney.com  

- Video game: Development of Code Baymax, an educational video game to introduce children to 

coding and logical thinking (http://games.disney.com/big-hero-6-code-baymax) 

 

 
 

- Coding tutorials: Frozen and Star Wars coding tutorials developed by Disney and Code.org were 

disseminated in Latin American through Amigos Conectados 

- Funded research < http://www.tecnologiasi.org/chicosytecnologia.pdf > about children's use of 

technology 

- Technology Fair: For The Hour of Code, 200 children from the local community in which Disney 

operates were invited to participate in activities related to STEAM, such as 3D design and 

printing, robotics, stop motion animation, Scratch, etc.  

 

Outcomes and learning 

Amigos Conectados has been successful across the region providing top quality resources and training to 

the organizations best positioned to reach children, parents and educators in each country. Every year, 

Disney reviews and updates program contents to ensure Amigos Conectados reflects the latest insights 

and trends in Internet Safety and Digital Literacy.    

To date accomplishments of the program include:  

- Trainings: In 2015, trainings reached 7,300 school teachers and over 500,000 kids. 

- Video Game: In its first month, 400,000 children played Code Baymax and it was the most 

played game in Latin America’s Disney gaming platforms. 

- Research: In 2015, Disney funded and supported a regional research study 

<www.tecnologiasi.org.ar/chicosytecnologia.pdf> on the interaction between children and 

digital media. Promoted through a large campaign on Safer Internet Day 2015, the study  had 

broad coverage in the main regional media (newspaper, TV, radio, and web). The findings 

promote a better understanding of current and emerging trends on these topics and provide 

Disney and its partners with solid background information to plan, design and develop 

file:///C:/Users/vlux/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/S9364L6N/Amigosconectados.disneylatino.com
http://games.disney.com/big-hero-6-code-baymax
http://www.tecnologiasi.org/chicosytecnologia.pdf
http://www.tecnologiasi.org.ar/chicosytecnologia.pdf
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future businesses, programs and digital initiatives. Additionally, the results’ dissemination had 

an awareness raising effect on teachers, families, parents, children and society in general. 

- Promotions: With the launch of Code Baymax in February 2016, the promotional campaign 

reached over 20 million TV unique viewers via Disney media channels, and more than 22 million 

impressions through an online ad campaign. 
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Case Study:  

LEGO Child Online Safety Assessment 

 

Founded in 1932, the LEGO Group, with a 2015 net revenue of DKK 

35.8B, is one of the world's leading manufacturers of play 

materials including the LEGO brick. Its mission is to Inspire and 

develop the builders of tomorrow. It is the LEGO® philosophy that 

‘good quality play’ enriches a child’s life – and lays the foundation 

for later adult life. The company believes that play is a key element 

in children’s growth and development and stimulates the 

imagination and the emergence of ideas and creative expression.  

 

 

Child Rights Issue/Risk 

Background and risk.  

Whilst best known for its physical toys based on the LEGO brick, increasingly its physical products have 

associated digital platforms and the LEGO Group’s online presence and interactivity is growing. This creates 

new and increased risks for child safety. 

The LEGO Group has long been active in promoting children’s rights.  Its three year partnership with UNICEF is 

focused on ensuring businesses respect and support for children’s rights both offline and in the digital 

environment. Specifically it seeks to: 

 Promote the Children’s Rights and Business Principles together with UNICEF  

 Use the Principles to ensure that children’s rights are implemented throughout the LEGO Group’s core 

business. 

 Increase accountability to children within the LEGO Group, e.g. by strengthening the governance of 

child online protection within LEGO operations. 

 Share best practices at relevant global platforms and conferences to inspire others.  

As part of this partnership, UNICEF has been developing a tool and guidance for businesses to assess their 

digital services and solutions propositions in context of children’s rights. The LEGO Group agreed to pilot and 

use this Child Online Safety Assessment tool (COSA) to conduct an assessment of their digital operations. The 

tool uses the UNICEF/ International Telecommunication Union (ITU) Guidelines on Child Online Protection for 

Industry (COP Guidelines) and the UNICEF Children’s Rights and Business Principles as the benchmark for the 
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assessment. It also benefited from consultations with experts, industry associations and thought leaders and a 

review of different human rights impact assessment tools.  

 

The Company Response 

The LEGO Group has a Board-level executive sponsor and a dedicated Head of Digital Child Safety to lead 

governance, i.e. the development and implementation of strategy, policy, management, monitoring and 

reporting of the empowerment and protection of children online.  

The Head of Digital Safety coordinated the assessment, briefed and scheduled time with relevant colleagues. 

This included people from across business functions and at different levels of seniority. For example, people 

who have accountability for a business area or an issue, as well as those with responsibility for implementing 

company policy and procedures and living the culture of child safety, were all involved in the multi-functional 

team that did the assessment. 

The assessment was based on interviews with each member of the team during which time, a set of relevant 

criteria and indicators were considered. Working through each criterion/indicator in the tool, an assessment 

was made of whether the LEGO Group fully met the criterion, partially met it or did not meet it at all. Evidence 

was reviewed and recorded within the tool to support the assessment and to provide a record of the due 

diligence process. For example, the tool extract below was used in the assessment of the LEGO Group. 

Self- 

assessment 

area 

Assessment 

Criteria/Indicator 
y/n 

Status and Evidence 

Use this column to record what you are actually 

doing in each area, strengths and weaknesses; 

any regional or product and service variations. 

Note any supporting evidence. 

Contract and 

Codes of 

Conduct 

provisions 

The company has Terms and 

Conditions in customer 

contracts and Codes of 

Conduct that explicitly 

forbid CSAM and other 

illegal behaviour.  

Yes 

Child protection policy. 

In Terms of Service for users. 

The assessment criteria and indicators, split by business function, included:  

 Legal – 11 indicators 

 Human Rights and Corporate Social Responsibility – 15 indicators 

 Human Resources – 5 indicators 

 Procurement – 3 indicators 
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 Product Development – 19 indicators 

 Commercial – 15 indicators 

Once the initial assessment meetings were complete, the Head of Digital Child Safety completed a risk 

assessment for each criterion.  He considered the potential for each criterion to impact on business strategy 

and objectives and the consequences of the business model on the nature and extent of potential child right 

violations. Allocating a High, Medium or Low risk for each and comparing the risk to how well each criterion 

was being managed and the resultant performance, he could then prioritise areas for action. The tool enabled 

him to allocate departments and roles responsible for these prioritised actions. The example below is shown 

for Contract and Codes of Conduct provisions, following the example assessment above.  

Allocate a risk level (H, M, 

L) 

 

Allocate a priority when risk 

assessment complete 

Party Responsible 

List function/s responsible (e.g. HR). 

Add names as needed 

High Low [because already in place] Legal 

 

Outcomes and learning 

The LEGO Group was able to assess their performance on child online protection against a recognised 

international set of principles, as defined by the Child Online Protection Guidelines. Overall, the LEGO Group 

performed well in the assessment based on the current situation, with most of the relevant criteria met. Given 

the policies, procedures and practices that were in place, being developed or being updated and implemented 

at the time of the assessment, it was concluded that LEGO has a culture of designing out children’s rights 

related risks or negative impacts and effectively managing and mitigating them should they arise.  

Where criteria were partially met or not met, in some cases these were down to a lack of formalising existing 

practice and also where current practice was not necessarily implemented in a consistent way globally. The 

level of awareness of the potential risks is high and the business model structure is such that the worst digital 

children’s rights risks are avoided by ‘designing them out’. Where risks are highlighted or known, the tendency 

is to be risk adverse and not to roll out or to delay a roll out of a new feature until the risks can be avoided or 

managed. A list of recommendations were made to the LEGO Group on how to solve the remaining challenges. 

The assessment highlighted areas of good practice as well as opportunities for improvement. With regards to 

product development and the creation of a safe online environment, the results indicated that LEGO’s efforts 

to provide safety information to children is clear and understandable for the relevant ages and development 

stages. It was realised however that not enough focus was being provided to parents and ensuring they are 

clear on actions they can take to keep their children safe online. Whilst information was available, it wasn’t 

always in context of the particular gaming experience. Plans are in place to develop a ‘Parent hub’ and to add 

links to it from contextually relevant places in games. Additionally a ‘Family hub’ is planned to build family 
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awareness of risks and solutions and to enable a supported and gradual handover to children as they grow 

older and take on more responsibility themselves. 

In relation to supplier training, all third party's contracted by the company, involved in the design, 

development or moderation of products and services have received targeted training in dealing with bullying, 

protecting privacy, youth problems and grooming of children for sexual purposes. Whilst this was a challenge 

to ensure that any local marketing campaigns which have been contracted to local agents understand these 

risks, this is now provided by the LEGO Academy, the detail of which is summarised in another case study.  

The data, graphical outputs and evidence were used to inform ongoing improvements to protect and promote 

children’s rights. The outputs of the assessment were reported back to senior decision makers and helped to 

inform priorities as the LEGO Group rolls out more interactive digital experiences. Specific findings have also 

fed into existing plans for child online safety during the development of new products and services. 

The COSA tool was also improved further to the pilot as a co-created asset between UNICEF and the LEGO 

Group in order to provide the industry with a robust assessment mechanism. 

The COSA tool is available from: http://www.unicef.org/csr/toolsforcompanies.htm  

The COP guidelines are available from: http://www.unicef.org/csr/COPguidelines.htm  

More good practices are available from: http://www.unicef.org/csr/goodpractices.htm  

https://www.unicef.org/csr/files/LEGO_supplier_training.pdf
http://www.unicef.org/csr/toolsforcompanies.htm
http://www.unicef.org/csr/COPguidelines.htm
http://www.unicef.org/csr/goodpractices.htm
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Case Study:  
LEGO Supplier Training through 
the LEGO Academy in India 

 
Founded in 1932, the LEGO Group, with a 2015 net revenue 
of DKK 35.8B, is one of the world's leading manufacturers of 
play materials including the LEGO brick. Its mission is to 
Inspire and develop the builders of tomorrow. It is the 
LEGO® philosophy that ‘good quality play’ enriches a child’s 
life – and lays the foundation for later adult life. The 
company believes that play is a key element in children’s 
growth and development and stimulates the imagination 
and the emergence of ideas and creative expression.  

 

Child Rights Issue/Risk 

Suppliers not operating to the same standards as the LEGO Group could lead to risks to children 

and potential violations of the LEGO Group's child right’s policies and procedures. Suppliers, 

including those providing digital marketing or product development services for local markets 

must be aware of company guidelines, but also understand what these guidelines mean in practice 

and how to ensure they are applied in everyday business operations.  

The complexity of a global business and supply chain presents numerous challenges when trying to 

identify and mitigate risks to children. A large part of this is ensuring that stakeholders outside the 

company's direct operations – for example suppliers - are operating to the same standards the 

company upholds. The LEGO Group’s approach is to design and build child safety into all products 

and services. 

Since 1997, the LEGO Group has required that all employees who directly or indirectly take part in 

production of LEGO® branded products adhere to the company's Supplier Code of Conduct. The 

Code of Conduct covers requirements in areas such as human rights, labour rights, health and safety, 

anti-corruption, and environment. The Code is based on the Universal Declaration of Human Rights, 

the Convention for Civil and Political Rights, the Convention for Economic, Social and Cultural Rights, 

the eight core conventions of the International Labour Organization (ILO), and other applicable UN 

and ILO Conventions. 

Compliance to the Supplier Code of Conduct is monitored via dialogue and the company's audit 

program, however, to complement the audit program, the company also works with selected groups 

of suppliers on building their understanding and means to meet the requirements in the Supplier 

Code of Conduct and to improve their performance.  

In 2014, an internal quality and compliance assessment of external supplier agencies’ performances 

was conducted. It found that many suppliers who provided services in the areas of digital marketing 

and digital product development, including for local campaigns, did not always adequately consider 

potential impacts on children in the development of the LEGO Group’s web campaigns, potentially 

leading to non-compliant web sites being produced and launched. The assessment took into account 

legal, security and child safety issues. With LEGO.com receiving 20 million unique hits per month and 
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the LEGO You Tube channel having 1.3 billion views in 2015, it is essential digital safety is maintained 

across the whole LEGO environment.     

 

The Company Response 

As a result, a dedicated task force was established, which acts as a go-to unit for all local markets 

concerning policy and guidance queries. In parallel, it was decided to build competencies in the local 

markets as well as relevant agencies that were working for LEGO. 

In Q4 2014, LEGO collaborated with a key supplier in India to develop and implement training on 

child rights, offered through the creation of the LEGO Academy. A multi-functional team comprised 

of LEGO's Head of Digital Child Safety, Legal expert in Marketing to Children, Head of Digital 

Production and select Technical Leads combined their global expertise in product development, 

marketing and child rights to develop the tailored training program. The program covers a variety of 

child rights impacts and the LEGO Group's position and/or requirements around these including: 

- Legal requirements and child safety issues (including technical components available to 

ensure legal and child safety) 

- Digital child safety issues (for children over the age of 13, and for those under the age of 13) 

- Issues presented in collecting and handling data on children  

- Responsible marketing to children 

- IT security in regards to safeguarding consumer data.  

This is backed up by an e-learning test to reinforce the knowledge gained. 

It is crucial that all value chain functions participate in the training to ensure that everyone involved 

has the skills and knowledge to call out potential risks of non-compliance with the LEGO Group’s 

policies and/or legal requirements.  The training is therefore aimed at all parties across the 

company's value chain who are joining the supplier to produce digital LEGO marketing experiences. 

This includes web developers, testers, and project managers.  

After completing the training, the supplier can proactively start developing digital components that 

are suitable for marketing to children.  

Outcomes and learning 

The program has begun very successfully. All existing suppliers identified in the review have now 

completed the training and all new suppliers, regardless of location, are now required to complete 

the LEGO Academy training. Depending on their roles and access to LEGO IT systems, various 

modules of the training are provided.   

The LEGO Group is continually improving the training and annual refreshers on content are provided 

to the suppliers who have taken the initial course. The LEGO Academy seeks to offer current and 

relevant training and ensure suppliers are reminded of best practice in this area.   

As an example, it is common in local markets to launch web campaigns with competitions for kids to 

win LEGO® boxes. In the past, these competitions may have requested some personal identifiable 

information from children that may not have been needed and without a proper data exit strategy. 
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After the training, all competitions that require data entry of personal identifiable information 

started using the official LEGO.com user account system, LEGO ID. This provides a safe way for 

children to have a parent approved and controlled user account that can be used in the LEGO 

Group’s various digital experiences. Children no longer have to enter personal information to join a 

competition and competition data can be easily and securely deleted at the end of every campaign 

to avoid any kind of data risk. 

Prior to the LEGO Academy, suppliers may not have adequately considered impacts on children, 

exposing the company and users to additional risk. Now the LEGO Group can be more confident that 

partners are creating marketing experiences that comply with legal requirements and the company's 

child safety policies – designing in child safety. From the customer perspective, parents can be 

confident the LEGO Group’s marketing is suitable for the age of their children and can safely enter 

competitions and engage in interactive play via the digital LEGO platforms.  
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Case Study: Supporting National 
Governments to Develop Child 
Online Protection-Related 
National Action Plans 

 

 
Founded in 1975, Microsoft is a worldwide technology 
company with offices in more than 100 countries. 
Microsoft’s mission is to empower every person and every 
organization on the planet to achieve more by building best-
in-class platforms and productivity services for the mobile-
first and cloud-first world.  
 
Microsoft believes strongly that the Internet should be a safe 
place for young people and adults alike, and has a near 20-
year history making online safety resources available to 
children and their parents. The company achieves this 
through developing innovative technology tools, offering 
education and guidance, and partnering with key 
stakeholders influencing online safety.  
 

 

Children’s rights Issue or Risk 
Many of the risks that children face in using today's ICT products and services are similar across 

the world. However, the regional cultures, societies, and legal frameworks that children operate 

within often differ greatly.       

For example, some countries have robust programs to educate children on safe online practices, to 

eliminate and to prosecute risky or illegal behaviour. Others are less aware of potential risks and lack 

the policies and structure to combat perpetrators of online abuse. Therefore, the risk of exposure 

and the ability to mitigate these risks varies greatly across the world. Engagement with governments 

and stakeholders at the national level is crucial to developing effective responses and providing a 

safer online experience for children in all parts of the world.  

Additionally, while there are numerous initiatives and programs a country may have on its digital 

agenda, it is important that business and society help to ensure the safety of children online is 

among the priorities. 

The company response 

Since the launch of Microsoft's first consumer online products some 20 years ago, the company has 

recognized the need to address the risks associated with an increasingly connected world. 

Technology use among youth has skyrocketed; the potential for online abuse has increased, and 

various global policymakers from Canada to the U.K. to Saudi Arabia have approached the company, 

acknowledging concern around the risks to children online.    

In 2013, David Cameron and the UK Home office started engagement with governments, civil 

society, law enforcement and the leading technology companies in the private sector, including 

Microsoft, with the goal to start an initiative aimed at eliminating child online sexual abuse and 

exploitation globally. This resulted in the formation of the WePROTECT Children Online initiative and 
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subsequently the WePROTECT Global Alliance to End Child Sexual Abuse Online, a global multi-

stakeholder collaboration to combat online child sexual abuse and exploitation. Microsoft is a 

member of the Alliance’s advisory board. 

A key initiative of the WePROTECT Global Alliance is to support a response to child exploitation at 

the national level in member countries. Beyond the theme of child online sexual abuse, Microsoft 

saw the need to educate staff, partners, and governments to help broaden the focus on child sexual 

exploitation and abuse to encompass a child’s full digital life. From this, stemmed the company's 

program to support national governments in establishing National Initiatives and Action Plans for 

Child Online Protection.  

Through the program, which was launched in November 2015, Microsoft has distributed an internal 

guidebook to company personnel in all 117 international subsidiaries, offering internal guidelines on 

how to assist governments in developing such programs. The guidebook was developed through 

consultation with numerous stakeholders internal and external to Microsoft and focuses on the fact 

that protecting people online is a concern for governments and should be a priority of Microsoft 

engagement with national policymakers.  

 

The guidebook focuses on five key strategies to do this: 

1. Reviewing and conducting research 

Increasing government awareness of existing research frameworks regarding child online 

protection and how governments can leverage these resources to develop region- and 

country-specific insights.  For example, Global Kids Online, a multi-stakeholder international 

research effort spearheaded by Sonia Livingstone at the London School of Economics in 

collaboration with UNICEF Innocenti research centre, is considered landmark research on 

the risks and challenges children face online.     

 

2. Developing public awareness campaigns 

Offering governments resources they can leverage in producing public awareness campaigns 

in their national context that target parents, teachers, educators, clergy, anyone seen as a 

trusted adult in a child's life. While every effort to communicate and educate the public 

makes a difference, developing strategic and targeted awareness campaigns, which are 

based on research on the national situation of children and the Internet, and the respective 

roles of peers, educators and parents in online safety, can achieve much more. 

 

Content addresses key online safety impacts and risks such as online bullying, sexting, 

harassment, identifying abusive behaviour, creating a productive dialogue with children 

regarding safe practices, and more. Governments and organizations can use and translate 

the content, and localize it for their specific market, all free of charge.  

 

3. Promoting in-school education: digital literacy and civility 

Ensuring governments are comfortable discussing online safety issues in school. The 

guidebook provides recommendations on how to raise awareness in the classroom, as well 

as integrate such topics into everyday lessons. 

http://www.lse.ac.uk/media@lse/research/Global-Kids-Online.aspx
https://www.microsoft.com/about/philanthropies/youthspark/youthsparkhub/programs/onlinesafety/resources/
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4. Enacting, strengthening and enforcing child protection laws 

Addressing governments' varied perceptions and regulations around illegal or risky online 

behaviour. For example, some countries do not see child sexual abuse material as illegal, 

while others have stringent regulation in place. The guidebook highlights the importance of 

enforcement of international standards and helps Microsoft staff in demonstrating to 

government officials and other key stakeholders why regulation and policy consensus on 

what is determined as risky or violent behaviour is critical.   

  

5. Collaborating with the ICT industry and NGOs 

While the previous strategies focus on content and conduct, the last addresses how 

governments can bring any or all of the above to life through collaboration with different 

online safety stakeholders. It provides room for innovation and creativity to engage relevant 

parties in the journey to create a safer online environment for all.    

Outcomes and Learning 

Since the program's rollout at the second WePROTECT Summit, the company has reached out to 

regional leads to ensure they have the tools necessary to engage governments and key stakeholders 

in their regions.  The company will assess progress against internal targets set in the new fiscal year.  

In Saudi Arabia, the government reached out to Microsoft as an expert resource when researching 

best practices in child protection. Microsoft submitted a proposal for Introducing a “National 

Initiative for Child Online Protection in the Kingdom of Saudi Arabia”, which was very well received 

and was presented to higher authorities for discussion to shape the Saudi child protection strategy 

and supporting programs. 

Additionally, since the launch there has been feedback from multiple regions (particularly Asia, 

Middle East and Africa) welcoming the guidebook with excitement and enthusiasm for the resources 

and guidance it provides. The developing world specifically has a tremendous opportunity to learn 

from the risks that the developed world has faced so far and to integrate online safety initiatives and 

measures as their use of technology rapidly expands and develops.  

Governments and NGOs interested in exploring a National Initiative for Child Online Protection in 

their country, contact your local Microsoft Government Affairs representative, or email 

saferkids@microsoft.com.    

 

mailto:saferkids@microsoft.com


Page 1 of 2 
 

 

 
Case Study:  
Safaricom: Integrating 
Children’s Rights into Core 
Business 

 
 

 
Safaricom was initially incorporated as a private liability 
company in 1997, and was later converted into a public 
company with limited liability in 2002. Safaricom 
provides a comprehensive range of integrated 
telecommunication services to over 25 million 
subscribers. Customers, communities and colleagues 
lay at the heart of Safaricom, who are dedicated to 
transform their lives for the better. 
 

 

Child Rights Issue/Risk 
 
The Information and Communication Technologies (ICT) sector in Kenya has undergone 
seismic change in the past few years. The rapid increase in access to, and ownership of 
mobile phones and increasing access to the broadband infrastructure have been the main 
drivers of change. 

Increased demand for internet and data services, and use of social media, especially among 
Kenya’s young and urban population, and competitive tariffs by the mobile operators, 
coupled with aggressive promotional and special offers, have driven internet usage. 

 

The Company Response 

 
Safaricom strongly believes it can help shape the people of tomorrow, and take this 
responsibility with great pride. While children may not always have the autonomy or the right 
to make decisions, Safaricom seeks to play a key role in ensuring these rights are not 
violated.  
 
In 2014, Safaricom started collaboration with UNICEF to develop their own Children’s Rights 
and Business Policy. The Policy builds upon our existing Children’s Rights and Business 
Principles (CRBP) and was developed with representatives of the Kenya National Children’s 
Government. These CRBPs represent a joint effort on behalf of Save the Children, UNICEF 
and the UN Global Compact, all of whom have recognized the need for stronger visibility of 
children’s rights. The 10 Principles give business a clear idea of where and how their 
activities might impact children, and set out business action to respect and support children’s 
rights.  
 
Since the release of the policy in 2015, Safaricom has appointed child rights champions in 
each business function to help implement the policy and advance children’s rights across the 
organization. The marketing team introduced equal pay for both adults and children who 
feature in the company’s advertisements. Safaricom’s medical camps now include children-
only facilitiies. Other initiatives include an on-site creches for employee’s children run by 
professional childcare workers; a suppliers check list to ensure children are not involved in 
the supply chain; and a child-friendly zone at a recent International Jazz Festival sponsored 
by Safaricom.  
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Safaricom has conducted a child rights impact assessment and is looking forward to 
implementing the plans and remedial measures from the impact assessment. 
 
Outcomes and learning 

Using the CRBP’s has helped formulate the implementation of Safaricom’s Children’s Rights 
and Business Policy, and further ensures children’s rights are considered from a wide array 
of areas. Safaricom’s Policies are illustrative of an effort to tailor the Business Principles into 
an end-product that is more directly applicable to their business specifically. Through the 
Children’s Rights and Business Policy, Safaricom aims to shape the way they do business. 
They are committed to review children’s rights across their business, products and services, 
work place and within their corporate social investments on a continuous basis and 
improving the policies and activities under the policy.  
 
Safaricom also recognizes the need to play a leadership role. As Bob Collymore, CEO of 
Safaricom has stated: “We’re a big company in Kenya and with that comes big 
responsibilities. If we’re to protect the future generation, we have to protection their rights as 
well. We can’t do it on our own, so partnerships and bringing the rest of the Kenya private 
sector is very important.” 
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Case Study: Strengthening 
Technology Companies Practices’ 
to Fight Child Sexual Exploitation 
on their Platforms 
 

 

 

 
Thorn is a non-profit based in the United States that drives 
technology innovation to fight the sexual exploitation of 
children. They partner across the technology industry, 
government and NGOs and leverage technology to combat 
predatory behaviour, help identify victims, and protect 
vulnerable children. 
 
Thorn’s Innovation Lab is the first of its kind, harnessing the 
best and brightest minds to work on behalf of the world’s 
most vulnerable children. The Thorn Technology Task Force 
is the largest technology task force, comprised of more than 
20 leading technology companies including Microsoft, 
Google, Yahoo!, Facebook, and Twitter, that lend their 
knowledge, time and resources to the work of the 
organization.  
  

 

Children’s rights Issue or Risk 

The risk of child sexual exploitation online is growing as our use of technology increases, and use 

by children becomes more challenging to monitor and track. For example, it is estimated that 

325,000 children are at risk for becoming victims of sexual exploitation in the United States1. 

Additionally, since the inception of the United States' National Center for Missing and Exploited 

Children’s CyberTipline, they have received more than 7.5 million reports of suspected child sexual 

exploitation.2.  

While many leading technology companies have policies and procedures in place to effectively 

manage these risks, small and medium sized companies often do not know the best practices to 

keep their platforms safe and protect children. This poses a risk both for the small and medium sized 

companies themselves, as well as the large companies who often partner with them to offer their 

products and services.  

The company response 

Thorn recognized this gap and looked to develop a solution that could quickly bring small and 

medium sized companies up to speed and help them identify tools and practices that can help 

prevent their platforms from being used for child sexual exploitation.   

In 2013, Thorn published the first version of the Thorn Sound Practices Guide, which educates 

technology companies about the proven practices that are voluntarily deployed across the industry 

in order to identify, remove, report and prevent child sexual abuse material and abusive behaviour 

                                                           
1 https://www.wearethorn.org/child-trafficking-statistics/ (The Commercial Sexual Exploitation of Children In the U. S., 

Canada and Mexico, Executive Summary, September 2001) 
2 http://www.missingkids.org/KeyFacts 
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on their platforms. The guide was created with input from major companies participating in Thorn’s 

Technology Task Force, including Facebook, Google, Twitter, Pinterest, Microsoft, WePay and others.  

The Sound Practices Guide is broken into three key areas that companies can leverage to improve 

their knowledge and practices in combating child sexual exploitation: 

- Universal Tools: Features best practices and tools that leading technology companies leverage 

to combat child sexual exploitation. For example, it includes information on how they can access 

national resources such as the United States’ National Center for Missing and Exploited Children 

CyberTipline, a secure reporting form that enables electronic service providers to upload videos 

or images of suspected child sexual abuse material (CSAM); or how they can leverage PhotoDNA 

and join the Industry Hash Sharing Platform to more rapidly build a shared database and remove 

CSAM from their systems.  

 

- Legal Considerations: Educates companies on how to develop policies and procedures that 

ensure a company investigates and acts within legal requirements.   

 

- Practices by Service: Lastly, the guide provides recommendations for preventing, identifying, 

removing and reporting CSAM by type of service (e.g. photo sharing, social networks, etc.), 

which takes into account the unique risks associated with each user environment.  

The Sound Practices Guide was developed for companies located in the United States and therefore 

offers recommendations within the United States legislative landscape. However, aspects of the 

guide are helpful to companies in all countries and Thorn hopes the guide will encourage 

organizations, governments and companies outside of the United States to develop similar guidance 

for their country or region.   

Outcomes and Learning 

In 2013, the guide was launched via Thorn's vast network, including via the leading players present 

on their Technology Task Force. In 2014, an updated version of Thorn’s Sound Practices Guide was 

shared during a presentation at the internationally recognized Dallas Crimes Against Children 

Conference. The guide has been very successful in the United States and to date has been rolled out 

to more than 150 companies/individuals.  

Since the launch of the guide Thorn has seen that companies are not only implementing direct 

technology solutions such as PhotoDNA or hashsharing, but they are also incorporating the 

management of child sexual exploitation risks into their core policies and processes.  

One company who received Thorn’s Sound Practices Guide stated: “The Sound Practices were very 

helpful. The organization was great and I found several points useful – anywhere from informing 

users of safety tips to points that we should include in our [Terms of Service].”  

This process has also uncovered key challenges smaller companies may face. For example, many of 

the solutions that larger companies deploy take time and resources, specifically engineering 

resources, which smaller companies do not always have. A continuing focus of Thorn's, especially 

with the launch of their Innovation Lab, is to simplify the engineering resources needed and to 

facilitate sharing of existing solutions.  
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The Sound Practices Guide is an ongoing project and Thorn will continue to update the guide to 

reflect new insights, tools, policies and processes the industry is leveraging, with the goal to increase 

engagement of the industry as a whole and strengthen companies' abilities to identify, remove, 

report and prevent child sexual exploitation on their platforms.  
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Case Study:  
Microsoft’s Photo DNA 
 

 
Founded in 1975, Microsoft, with a current net revenue of 
$93.58B, is the leading platform and productivity company 
for the mobile-first and cloud-first. Its mission seeks to 
empower all persons and organisations on the planet to 
achieve more. Microsoft has geographically dispersed 
operation centres in licensing, manufacturing, operations 
and logistics, with 121 subsidiaries.  
 

 

Company Action and Outcomes 

Every time an image of child sexual abuse is shared and viewed by another person, that child in the 
photo is re-victimized – even many years after the original abuse occurs. While law enforcement does 
great work to help stop child exploitation, the crime is increasing beyond any single sector’s ability to 
address it. Microsoft believes that in order to address this problem, everyone needs to take action.  

In 2009, Microsoft partnered with Dartmouth College and the National Center for Missing & Exploited 
Children (NCMEC) to create PhotoDNA, a signature based image matching technology designed to 
help find, report and eliminate some of the worst known images of child sexual abuse on the Internet. 
Through its CyberTipline and as the legally-authorized clearinghouse for child sexual abuse materials 
reported by U.S.-based electronic service providers, NCMEC has unique insight on the problem.   

PhotoDNA enables the creation of a unique digital signature of an image which can then be used to 
compare against signatures of other photos to find copies of the same image. Microsoft donated 
PhotoDNA to NCMEC with permission to sublicense to any online services who participate in the 
NCMEC PhotoDNA initiative. NCMEC creates PhotoDNA signatures of known images of child sexual 
abuse online and shares those signatures (never the images themselves) with online service providers 
like Microsoft and Facebook to help disrupt the redistribution of those images online. PhotoDNA is 
available at no charge for online service providers’ use to combat child sexual exploitation and has 
already helped stop the online redistribution of millions of horrific images of child rape.   

In March 2012, Microsoft made PhotoDNA available to law enforcement worldwide at no charge to 
support child sex abuse investigations and help law enforcement more quickly identify and rescue 
victims and bring their abusers to justice. Law enforcement can now get PhotoDNA source code 
through direct licensing or in selected tools they already use, including NetClean Analyze.   

With billions of images, videos and text put online daily, user-generated content, or “UGC,” is the 
lifeblood of the online world. Illegal or inappropriate content can surface almost anywhere, so every 
organization allowing for UGC needs a comprehensive content-moderation plan. To make it easier and 
less costly for PhotoDNA to be part of such programs, Microsoft enhanced and extended its PhotoDNA 
technology by launching PhotoDNA Cloud Service in 2015. PhotoDNA Cloud Service leverages the 
speed, security and efficiency of the Microsoft cloud to help detect, report and disrupt the distribution 
of child sexual abuse material in an online environment. The service is free and available to qualified 
customers from Azure Marketplace for the sole purpose of preventing the spread of these illegal 
images.  Microsoft PhotoDNA Cloud Service for enterprises: www.microsoft.com/photodna  
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Case Study:  
Millicom’s Impact Asssessment 
 

 
In 1990, Swedish investment company, Kinnevik and 
American company, Millicom Incorporated, combined their 
interests and have since come a long way. Today, Millicom is 
a fast-growing media and telecommunications company 
listed on the Swedish Stock Exchange. Millicom’s vision is to 
make affordable, useful and fun services available to 
everybody. As such, it is operating solely in Africa and Latin 
America, with over 56 million customers.  
 

 

Company Action and Outcomes 
 

A key element of implementing the responsibility to respect children’s rights is to conduct an impact 

assessment. As Millicom experienced, it can bring unexpected child rights aspects to light.  

Millicom develops and operates cellular and cable networks in Africa and Latin America. Millicom has 

used the Children’s Rights and Business Principles to carry out an impact assessment. It was done on 

three levels: desk research on overall child rights risks for telecom companies, assessment of 

Millicom’s global policies and controls, and a country assessment in the Democratic Republic of Congo 

(DRC). The results surprised Millicom: The one risk that had triggered the impact assessment–child 

labour – there was no evidence of in the DRC operation.  

But there were other observations, which the company had not considered previously: Would external 

security services who guard our base station sites and shops know how to deal with under-aged 

intruders? Another example is electronic waste. In emerging markets electronic waste may end up 

with local entrepreneurs who want to recover precious metals and other valuable components from 

them. There is a possibility that children may get involved. The children’s rights perspective helped 

Millicom be prioritize e-waste vendor selection. The company is now implementing a new process 

with pre-selected waste buyers.  

The detailed impact assessment in DRC was both time-consuming and expensive. Internal buy-in was 

mainly achieved through perceived reputational risks connected with child labour. The results of the 

first assessment and a growing interest from investors has helped to build longer-term internal 

support. Millicom has continued to work closely with UNICEF to develop a sector-specific self-

assessment tool, which enables internal staff to do an assessment that is highly relevant but not as 

complex as in the DRC, and costs can thus be kept down.  

Using children’s rights as the main angle for the impact assessment facilitates talking about human 

rights in countries where starting a discussion about this topic may be sensitive. In countries with a 

difficult and often violent history, and in some cases continued political instability, it is not always easy 

to talk about human rights. We have learned that starting from a child rights perspective allows us to 

address many wider issues. Please contact CR@millicom.com for further information. 
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